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AN ACT

Prohibiting certain facsimles, commercial el ectronic
transm ssions and the use of text, graphic or inmage nessagi ng
systens of wirel ess tel ephone systens to transmt unsolicited
conmer ci al nessages; 1 nposing penalties; authorizingthe
bl ocki ng of commercial electronic mail by interactive conputer
service; and providing for the powers of the Attorney CGeneral.

The General Assenbly of the Commonweal t h of Pennsyl vani a
her eby enacts as fol | ows:

Section 1. Short title.

This act shall be known and nmay be cited as the Unsolicited
Tel ecommuni cati on Adverti senment Act.

Section 2. Definitions.

The fol |l owi ng words and phrases when used in this act shall have
t he neanings given to themin this section unl ess the context
clearly indi cates ot herw se:

“Assist atransmssion.” Action taken by a person to provide
substanti al assi stance or support whi ch enabl es anot her person to
fornmul ate, conpose, send, originate, initiate or transmt a
commerci al el ectronic nail nessage when t he person providing the
assi stance knows or consci ously avoi ds know ng that the i ndi cator
of the commercial electronic mail nmessage i s engaged or intends to
engage in any practice that violates the act of Decenber 17, 1968
(P.L.1224, No. 387), known as the Unfair Trade Practices and
Consuner Protection Law. This termdoes not include action by a
provi der of Internet access or electronic nmail service for nere
transm ssion or hosting services in the ordi nary course of
busi ness.

“Commercial electronic mail nmessage.” An electronic nail
nmessage sent for the purpose of pronoting real property, goods or
servi ces. The termdoes not include an el ectronic nail
transm ssi on:

(1) to which an interactive conputer service has attached
an adverti senent in exchange for free use of an el ectronic nai
account when t he sender has agreed to such an arrangenent; or

(2) sent as aresult of an established business
rel ati onship.

“Electronic mail address.” A destination, commonly expressed
as a string of characters, to which electronic nmail may be sent or
del i ver ed.

“Electronic mail service.” Apersonwhois aninternediary in
sendi ng or receiving electronic mail or who provi des end-users of
electronic mail services the ability to send or receive electronic
mai |l .

“Est abl i shed busi ness rel ationship.” Aprior or existing
rel ati onship forned by a voluntary two-way comuni cation initiated
by a person or entity and a recipient, with or wi thout an exchange
of consideration, on the basis of an inquiry, application,
pur chase or transaction by the recipient regardi ng products or
servi ces of fered by such persons or entity. Inregard to an
I nquiry, the person or entity shall obtain the consent of a
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reci pient beyond the tnitiral 1nquiry. An established busi ness
rel ati onshi p does not exist if the recipient requests to be
renoved fromthe distributionlists of aninitiator pursuant
to'section 3(a)(4).

“Fax.” The transm ssion of the facsimle of a docunent
t hrough a connection with a tel ephone or conputer network.

“Initiate a transmssion.” Action by the original sender of an
el ectroni c mail nessage, excluding action by any i ntervening
I nteractive conputer service that may handl e or retransmt the
nessage unl ess such intervening i nteractive conputer service of an
el ectronic mail nmessage when it knows or consci ously avoi ds know ng
that the personinitiating the transm ssion is engaged or intends to
engage in any act or practice that violates the act of Decenber 17,
1968 (P.L.1224, No.387), known as the Unfair Trade Practices and
Consuner Protection Law. The termdoes not include action by a
provi der of Internet access or electronic nail service for nere
transm ssion or hosting services in the ordi nary course of business.

“I nternet domai n nane.” A globally unique hierarchical reference
to an Internet host or service assigned through centralized I nternet
nam ng aut horities and conprising a series of character strings
separated by periods with the right-nost string specifying the top of
t he hi erarchy.

“Wrel ess advertisenent.” The initiation of a tel ephone call or a
nmessage capabl e of providing text, graphic or inmage nessages by a
conmer ci al nobi |l e service provider, unlicensed w rel ess services
provi der or common carrier wrel ess exchange access service provi der
for the purpose of nmarketing goods or services. The termdoes not
i nclude a call or message to a person with that person’s prior
express invitation or permssion or to a person with whomthe caller
has an est abl i shed busi ness rel ati onshi p.

Section 3. Prohibition of unsolicited or m sl eadi ng commer ci al
el ectroni c nmail nessages and f axes.

(a) Ceneral rule.—No person nay initiate a transm ssion or
conspire with another persontoinitiate a transm ssion or assist a
transm ssion of an unsolicited comrercial el ectronic mail nmessage or
fax froma conputer or fax machine located in this Commonweal th or to
an el ectronic nmail address that:

(1) wuses athird party’s Internet donmain nane in the
return el ectronic mail nmessage w t hout perm ssion of the
third party;

(2) includes false or msleading information in the return
address portion of the electronic mail, facsimle or wrel ess
advertisenent such that the recipient woul d be unable to send a
reply nmessage to the original authentic sender;

(3) contains false or msleading information in the
subj ect |ine; or

(4) fails to operate a valid sender-operated return e-nail
address or toll-free tel ephone nunber that the recipient of the
unsolicited docunents may e-nmail or call to notify the sender not
totransmt further unsolicited docunents.

(b) Covered nobil e tel ephone nessagi ng systens. —No person nay use
a covered nobi | e tel ephone nessagi ng systemto transmt an
unsolicited commercial electronic nail nessage. Section, 4. her
conduct.

It shall be deened a violation of this act for a person to:

(1) Conspire with another, persontoinitiate the
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transm ssion of a coonmercial electronic mail nessage, fax or

w rel ess adverti senent that uses athird party’ s Internet donain

nane w thout permssion of the third party or to ot herw se

m srepresent or obscure any information identifying the point of-

origin or the transm ssion path of a coormercial el ectronic nail

nessage.

(2) Falsify or forge coomercial electronic mail, fax or
W rel ess transmssion or other routing information in any nmanner
I n connection with the transm ssion of unsolicited comrerci al
electronic mail or wirel ess adverti senent.

(3) Assist inthe transmssion of a cormercial electronic
mai | nmessage, fax or wirel ess adverti senment when t he person
provi di ng the assi stance knows or consci ously avoi ds know ng t hat
the initiator of the commercial electronic nmail nessage or fax is
engaged or intends to engage in any act or practice that viol ates
the provisions of this act.

(4) Tenporarily or permanently renove, alter, halt or
ot herw se di sabl e any conputer or wirel ess data, prograns software
or network toinitiate a commerci al electronic nail nessage, fax
or wirel ess adverti senent.

(5) Sell, give or otherw se distribute or possess with the
intent to sell, give or distribute software that is prinarily
desi gned or produced for the purposes of facilitating or enabling
falsification of commercial electronic nail, fax or wirel ess
advertisenent transm ssions.

Section 5. Violations.

(a) Gher law -A violation of this act shall constitute a
violation of the act of Decenber 17, 1968 (P.L. 1224, No.387), known
as the Unfair Trade Practi ces and Consuner Protection Law

(b) Procedure.-All actions of the Ofice of Attorney Ceneral
under this act shall be taken subject to the right of notice, hearing
and adj udi cation and the right of appeal therefromin accordance with
2Pa.CS. (relating to admnistrative | aw and procedure).

Section 6. Bl ocking of coomercial electronic mail.

(a) D scretionary right.—

(1) A person who provides electronic mail service or a
wi rel ess tel ecommuni cati on conpany may upon its owninitiative
bl ock or filter the receipt or transmssion through its service of
any commercial electronic nmail or wirel ess advertisenment that it
reasonably believes is or may be sent in violation of this act.

(2) Nothing inthis act shall be construed to prevent or
limt in any way a person who provi des | nternet access or
$Iectronic mai | service or a wireless tel ecommuni cati ons conpany

rom

(i) adopting a policy regardi ng coormerci al or other
electronic mail, including a policy of blocking, filtering or
declining to transmt certain types of electronic nail
nessages;

(11) suspending or termnating the services or accounts
of any person deened in violation of this act; or

(i11) enforcing such policy through technol ogy, contract

Fr pursuant to any renedy avail abl e under any provi si on of

aw.

(b) I'mmunity. —No person who provides Internet access or
el ectronic mail service or wirel ess tel ecommuni cati on conpany
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may be held I1able tor any action voluntarily taken 1n good taith to
bl ock the receipt or transmssion through its service of any
commercial electronic mail which it reasonably believes is or may be
sent inviolation of this act.

Section 7. Renedi es avail abl e to consuners.

Nothing in this act shall be construed to limt the renedies
avail abl e to consuners, the Attorney General or any district attorney
under the act of Decenber’ 17, 1968 (P.L. 1224, No.387), known as the
Unfair Trade Practices and Consuner Protection Law, or any ot her
Federal or State law. Section 8. |Investigation, enforcenent and
reporting.

(a) R ght of action.—

(1) The Bureau of Consuner Protection in the Ofice of
Attorney CGeneral shall investigate any conplaints received
concerning violations of this act. If, after investigating any
conplaint, the Attorney CGeneral finds that there has been a
violation of this act, the Attorney CGeneral may bring an action to
I mpose a civil penalty and to seek other relief, including
injunctive relief, .under the act of Decenber 17, 1968 (P. L. 1224,
No. 387), known as the Unfair Trade Practices and Consuner
Prot ection Law.

(2) The Attorney CGeneral shall remt 10%of any civil penalty
col l ected under this section to the person filing the conpl ai nt
|l eading to the civil penalty. In no event, however, shall the
amount of this remttance exceed $100 for any person.

(3) Any Internet access provider, electronic mail service

provi der or wirel ess tel ecommuni cati on conpany aggri eved by a

violation of this act shall have the right toinitiate an action

to enjoin such violation and to recover danmages in the anmount of
no | ess than $1 or nore than $10 per violation. For the purpose of
this section, each unsolicited commercial electronic mail,

facsimle or wirel ess adverti senent received constitutes a

separate viol ation,

(i) For willful violations of this act the court
may, Inits discretion, increase the anmount of the award
t o an anount not exceedi ng $1, 500, 000.

(i1) Notw thstanding any ot her provision of the | aw
tothe contrary, in addition to any danmages awa. rded, such
person may be awar ded reasonabl e attorney fees and court
costs.

(b) Annual report to General Assenbly.—n or before Novenber 30
of each year, the Attorney CGeneral shall submt to the CGeneral
Assenbly a report detailing investigations! and enforcenent actions
taken under this act during the preceding fiscal year. The report
shall include, but not be limted to:

(1) The nunber of conplaints received under this
secti on.

(2) The nature of those conplaints.

(3) The nunber of investigations and enforcenent actions
instituted by the Attorney Ceneral.

(4) Asumary of the results of those investigations.

(5) Enforcenent and the anmount of any civil penalties
col | ect ed.

(c) Investigative powers.—Prior totheinstitution of a civil
action, the Attorney General may require the attendance and testi nony
of witnesses and the production of docunents. For this purpose, the
Attorney CGeneral may I ssue subpoenas, exam ne w tnesses and recei ve
evidence. If a person objects to or otherwise fails to conply with a
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subpoena or request tor testinony, the Attorney General may tile in
Commonweal th Court an action to enforce the subpoena or request.
Notice of hearing the action and a copy of all pleadings shall be

served upon the person who nay appear in opposition.
(d) Confidentiality to be nmalntained. -Any testinony taken or

mat eri al produced under this act shall be kept confidential by the
Attorney General except to the extent the Attorney General nay use
information in a judicial proceeding or if the disclosure is

aut hori zed by the court for good cause shown or confidentiality is
wai ved by the person being i nvestigated and by the person who has
testified, answered interrogatories or produced nateri al s.

Section 9. Effective date.
This act shall take effect in 90 days.
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